3GPP TSG SA WG3 (Security) Meeting #92 ad-hoc
S3-182842
24 – 28 September, 2018, Harbin (China)
Source:
Nokia, Nokia-Shanghai Bell
Title:
Discussion on LS on Transmission mechanism of SUCI in NAS procedure
Document for:
Discussion

Agenda Item:
4.1.15
1 Overall description
According to S3-182809: 
“ CT1 is aware that TS 33.501 indicates NAS messages where a SUCI is included:
The UE shall include a SUCI only in the following 5G NAS messages:

-
if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message, or

-
if the UE includes a 5G-GUTI when sending a Registration Request message of type "re-registration" to a PLMN and, in response, receives an Identity Request message, then the UE shall include a fresh SUCI in the Identity Response message (see clause 6.12.4). 
About the case of Identification procedure , CT1 is aware that TS 33.501 further specifies the UE to implement a mechanism to limit the frequency to calculate a fresh SUCI: (And CT1 has specifed a timer T3519 for it.)
The UE shall calculate a fresh SUCI from SUPI using the home network public key, and respond with Identifier Response carrying the SUCI. The UE shall implement a mechanism to limit the frequency at which the UE responds with a fresh SUCI to an Identifier Request for a given 5G-GUTI.
Meanwhile, about the case of initial registration procedure, CT1 would like to draw SA3’s attention that the UE could retransmit a Registration message (on expiry of T3511 timer, with registration attempt counter) and it is not clear whether the UE is required to calculate a fresh SUCI for each of retransmission messages.
Then CT1 would like to ask SA3 to clarify the freshness of SUCI  in each retransmitted message.”
Discussion: 
Table 10.2.1: Timers of 5GS mobility management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3511
	10s
	5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION

5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE
	At registration failure due to lower layer failure, T3510 timeout or registration rejected with other 5GMM cause values than those treated in subclause 5.5.1.2.5 for initial registration or subclause 5.5.1.3.5 for mobility and periodic registration
	Transmission of REGISTRATION REQUEST message
	Retransmission of the REGISTRATION REQUEST, if still required


T3510 Time out cause is “Transmission of REGISTRATION REQUEST message “ with max value 15s.
So T3511 is started at Registartion failure due to lower layer failure, T3510 time out, registration rejected with 5GMM cause values than those treated in subclause 5.5.1.2.5 for initial registration ( i.e #3 (Illegal UE); #6 (Illegal ME); or #7 (5GS services not allowed), #11 (PLMN not allowed), #12 (Tracking area not allowed), #13 (Roaming not allowed in this tracking area), #22
(Congestion), #27 (N1 mode not allowed).
 or subclause 5.5.1.3.5 for mobility and periodic registration ( #3 (Illegal UE); #6 (Illegal ME); #7 (5GS services not allowed), #9
(UE identity cannot be derived by the network), #10 (implicitly de-registered), #11(PLMN not allowed), #12 (Tracking area not allowed), #13
(Roaming not allowed in this tracking area), #22
(Congestion), #27
(N1 mode not allowed).
For these cases, AMF locally decides the values and HPLMN UDM is not involved in the decision process. The UDM never decrypted the SUCI. Hence if the cause value permits, retransmission of the same message with the same SUCI value should be possible. There is no security threat for re-transmitting the same value of the SUCI upon expiry of the T3511 timer.

However, for deletion of stored SUCI in the UE,
	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3519
	60s


	5GMM-REGISTERED-INITIATED


	Transmission of IDENTITY RESPONSE message with freshly generated SUCI
	REGISTRATION ACCEPT message with new 5G-GUTI received

CONFIGURATION UPDATE COMMAND message with new 5G-GUTI received
	Delete stored SUCI




SUCI is deleted only upon Registration Accept, this seems insufficient, if the UDM decoded the SUCI, then even if the RR was rejected, it should delete the SUCI.

Recommendation: Inform CT1 that the freshness of SUCI  in each retransmitted message is not required for the scenarios of T3511 expiry. But T3519 should be stopped if the cause for reject comes from AUSF/UDM. 
2
Actions
To SA3
ACTION: 
CT1 would like to ask SA3 to clarify the freshness of SUCI in each retransmitted message.
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